[bookmark: _Hlk496641892]3GPP TSG SA WG3 (Security) Meeting #89	S3-173403
27 Nov - 1 Dec, 2017, Reno (US)	

Source:	Nokia
Title:	Nokia comments on KDF negotiation in S3-173184, 3328, 3329
Document for:	Discussion and Approval
Agenda Item:	7.2.5, 7.2.6
1	Decision/action requested
The contribution provides comments on KDF negotiation in 3184, 3328, 3329. More detailed comments can be found in commented versions of contributions 3184, 3328, 3329 that can be found in the same zip file. 
It is proposed to postpone the pCRs in 3184, 3329 because there are too many open questions. 
2	References
 [1]	S3-173184, S3-173328, S3-173329
3	Rationale
This section gives an overview of our main comments: 
On 3184 by Huawei: 
· 3184 considers only KDFs shared between UE and AMF and UE and SEAF. But UE and gNB, UE and AUSF, UE and UDM/ARPF also share KDFs. These should be considered in KDF negotiation as well.
On 3328 by NEC:
· The mechanism described in 3328, based on reflecting the UE 5G Security capabilities in the NAS SMC, works fine as long as the UE trusts the AMF to tell the truth about KDFs used in gNB, SEAF, AUSF, UDM/ARPF. But we feel that a deeper threat analysis is needed before this can be concluded.
· In particula, a weak KDF may allow the serving network to deduce at least part of KAUSF from the received KSEAF. This may be an incentive for the serving network to forward only a reduced set of KDFs supported by the UE to the home network while confirming the full set back to the UE in the NAS SMC. If this is considered a threat then a bidding down mechanism is needed that is based on a security association between UE and home network. 
· The mechanism described above does not allow to negotiate separate KDFs used in gNB, SEAF, AUSF, UDM/ARPF. It needs to be clarified further to which extent this separate negotiation is needed.
On 3329 by NEC:
· 3329 implements the discussion in 3328. So, the above comments on 3328 apply to 3329. 
· 3329 only proposes changes to 5G AKA to achieve KDF negotiation. There are no corresponding changes to 6.1.3.1 on EAP-AKA’. Apparently, this is so because the authors believe that the inbuilt KDF negotiation of EAP-AKA’ is sufficient. But this is not true because the UDM/ARPF uses a KDF to derive CK’, IK’ from CK, IK, and this KDF is not covered by the inbuilt KDF negotiation of EAP-AKA’.
4	Detailed proposal
Detailed comments can be found in commented versions of contributions 3184, 3328, 3329 that can be found in the same zip file.
